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1.INABILITY TO REDUCE THE NUMBER OF CHILDREN LOOKED AFTER BELOW 
OUR STATISTICAL NEIGHBOURS – Lynn Berryman

Q4 RISK RATING
Impact x Likelihood 20

Previous 
quarter

Current 
quarter

Target DOT

20 20

There is a risk that the Council is unable to manage the Children Looked After (CLA) cohort and will have insufficient 
local appropriate and cost effective placements, caused by the ineffective delivery of the CLA strategy and programme 
of activities including; the need for improved edge of care services, supported reunification, effective case planning and 
management oversight, consistency of good practice and an effective, vigilant IRO service, resulting in the failure to meet 
the needs of the Children Looked After, overspend of the CLA budget and potential reputational damage to the Council.

4 5 4 5

16


Causal 
Factors

Progress Headlines – 2017/18 Quarter 4 activity to mitigate risk Planned 2018/19 Quarter 1 activity to mitigate risk

Ineffective 
delivery of 
the CLA 
strategy and 
programme 
of activities.

 The reconfigured Central Placements and Commissioning 
Team have struggle to secure appropriate placements due to 
competition for placements and leading to children being 
placed in high cost inappropriate placements.            

 Despite implementing a stronger ‘entry checklist’ for 
accommodation and increased scrutiny of care planning, we 
have failed to reduce the numbers of children and young 
people in the care system. 

 Due to lack of sufficient numbers of CCC carers, entrants are 
being placed in private provision of residential or foster agency 
placements resulting in increased costs to our CLA spend.

 A CLA Recovery Plan is being initiated with project management 
oversight to record, track and monitor efforts to reduce our number of 
CLA. This will report monthly to Directorate Management Team 
Programme Board starting 23rd April.  

 The Early Help Strategy needs to be closely aligned with managing 
demand so that risk in family from neglect or parenting issues does not 
lead to a need for accommodation. This is being taken forward through 
the Local Safeguarding Children’s Board (LSCB),Early Help Sub Group 
and the 0-19 Project Group. 

The need to 
recruit more  
foster carers

 Creative ways of engaging with potential new foster carers for 
CCC are on-going through a vibrant recruitment campaign but 
progress is slow, reflecting the national difficulties faced in foster 
care recruitment.

 An increase in fees for all CCC carers has shown an immediate 
increase in interest and conversion to assessments of potential 
carers. We have also had interest from Independent Fostering 
Agency carers in transferring over to CCC. 

 Transfers of young people to Homestay have started.

 Improved fees will allow us to develop a broader range of carers able to 
care for children with challenging needs

 We will continue to develop a wider edge of care workforce, intervening 
with a broader range of children aimed at reducing entrants to 
accommodation including additional staff and a new base of delivery in 
Blackwell Road. 

Ineffective 
delivery 
Children’s 
Improvement 
Plan

 The 10 recommendations from the Ofsted Inspection 
November 2017 have now been translated into an 
Improvement Plan monitored through DMT Programme Board.

 The ‘Continuous Improvement Plan’ has been approved and is on 
track. It will be progressed with regular updates being reported to the 
LSCB, Corporate Parenting Board and DMT .It will also be submitted to 
Ofsted and Minister in May’18. 
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2. RESHAPING THE COUNCIL - Paul Robinson & Alan Ratcliffe Q4 RISK RATING
Impact x Likelihood 20

Previous 
quarter

Current 
quarter

Target DOT

20 20

There is a risk that the Council will not be sufficiently radical or innovative to transform services at the required pace 
to achieve the scale of change required for the current & future needs of the Council, our service users and the 
financial targets in the Medium Term Financial Plan. 

Without the required workforce plans, capacity and skills in place, or insufficient drive to support and deliver a financially 
sustainable organisation, there is a risk that change opportunities will be missed and this could result in not meeting the 
needs of service users or not delivering a balanced budget.

The Q4 risk score has been assessed at the same level as previous quarter as although a number of projects have 
progressed; there have been challenges to some. The Extended Leadership Team (ELT) Reshaping has progressed to plan 
and been effectively managed, however with any senior restructuring this can cause concern across teams that requires 
management.

5 4 5 4

20


Causal 
Factors

Progress Headlines – 2017/18 Quarter 4 activity to mitigate risk Planned 2018/19 Quarter 1 activity to mitigate risk

Having 
adequate 
workforce 
plans, 
capacity 
and skills 
in place.

Service Reviews

 The 2017/18 Service Review programme has reduced cost 
however, however some project delivery timescales and MTFP 
delivery forecasts required re-profiling.

 Voluntary Redundancies and management of vacancies has 
achieved the 2017/18 MTFP target in full. A project to align the 
Councils financial and HR information systems has been 
completed which allows budget managers to highlight funded 
vacancies on a monthly basis.

 Management and Trade Unions have continued to work closely 
to discuss any service review related concerns with revised 
management of change procedures and memorandum of 
understanding document negotiated.

 Any reshaping concerns have been discussed with Trade Union 
colleagues and any formal disputes sensitively managed.

Service Reviews

 The ELT Reshaping will commence implementation from 1 May 2018, 
with follow up alignment of new functions within agreed responsibilities. 

 As part of strategic planning for 2018/19 and beyond, a programme of 
deep dive service reviews will commence in Q1 as per the commitment 
in the MTFP.

 Monthly visibility of funded vacancies will also be in important tool to 
manage 2018/19 staffing budgets whilst carefully balancing the capacity 
required to deliver business needs.

 All Service Reviews will continue to be closely managed in consultation 
with recognised Trade Unions using the updated management of change 
procedures.

 The Externally provided Workforce Strategy Group will continue into 
2018/19 following its success in 2017/18 where marginal costs were 
managed and reduced by 35% (exceeding the 20% 2017/18 target).
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Absence Management 

 Although 2017/18 year end employee absence did not fully 
achieve the Council’s ambitious target of 8 working days lost per 
person, around 90% of all staff achieved full attendance (ie zero 
absence) each month. The year-end absence rate of 11.92 
working days lost was a 10% improvement on the March 2017 
levels and has received significant positive scrutiny.

 The detailed absence action plan continued with comprehensive 
analysis of Absence patterns during the quarter which has 
identified trends for more targeted work with a series of 
mandatory absence management training for managers held. 
92% of managers attended the training by 31 March 2018.

 The AD complex case panel has been effective with all cases 
considered having resolution plans in place. 

 Scrutiny Management Board, Audit & Assurance Committee and 
CMT all received detailed absence updates during quarter 4 to 
maintain corporate focus, challenge and drive with positive 
feedback received.

Absence Management 

 A focus on absence and attendance will continue across all areas, with 
monthly reporting to Directorate Management Team and Corporate 
Management Team continuing.

 Deep dive’ absence clinics at Assistant Director and Senior Manager 
level to address longer term complex cases with the support of the 
Council’s Employee Health & Wellbeing professionals will continue. 

 Scrutiny Management Board will receive an update on long term 
sickness absence at its meeting in Quarter 1.

 The Workforce Plan 2018-2022 will have a significant focus on staff 
wellbeing and engagement, with initiatives intended to positively affect 
workplace attendance and staff wellbeing, reducing absence as an 
outcome.

Having 
adequate 
workforce 
plans, 
capacity 
and skills 
in place.

 

Workforce Sustainability & delivery of the workforce strategy 

 The workforce skills framework has progressed in the areas of 

- workforce  and succession planning; 
- training & development needs of staff across the Authority; 
- a revised and targeted Leadership and Management 

development programme;
- developing and agreeing annual workforce training plans for 

each Directorate;
- member induction, training & development.  

 Staff & Member Training & Development - planning for the 
next phase of leadership, management and governance training 
has taken place. The Elected Member training programme has 
taken place following the May 2017 County Council elections.

Workforce Sustainability & delivery of the workforce strategy

 Workforce Plan 2018-2022 – Significant engagement and consultation 
on the 2018-2022 Workforce Plan has progressed and the Working 
Group is on track to present the Workforce Plan and associated 
Workforce Plan Delivery Plan to the June 2018 Cabinet for 
consideration, which will be aligned to the Council Plan and MTFP 
strategies considered by Full Council in February 2018.  

 Staff & Member Training & Development
       
       The final phase of Member Induction has been delivered and Member 

Individual Development Plans are being undertaken. 
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 Recruitment & Succession Planning – There have been some 
successes converting Children social workers from EPWs to 
substantive staff however further challenges remain and work is 
ongoing to recruit to specific service areas and new approaches 
to recruitment have been developed, alongside succession 
planning given the Council’s ageing workforce.  

 Apprenticeship Programme  

The apprenticeship programme has continued during Quarter 4 
with a total of 200 apprentices in place by the end of the year 
against our target of 250 apprenticeships  Work continues to be 
undertaken in order to match learners needs and training and 
qualification provision to maximise the apprenticeship levy and 
support the delivery of the workforce plan.  The recruitment 
process for the first 70 apprenticeships in 2018/19 has 
commenced. The Programme Board continues to oversee this 
programme of work.

 Recruitment & Succession Planning

A strategic approach to further develop Council-wide succession         
planning requirements including a plan to recruit to ‘hard to fill’ posts and 
reduce the reliance on costly Externally Provided Workforce will continue 
and will be included in the Workforce Plan 2018 – 2022 considerations. 

Apprenticeship Programme 

The apprenticeship programme will continue to be rolled out to meet the 
Council target of an average 250 apprenticeships over the four years 
from 2017/18. The overall programme progresses with regular updates 
provided to elected members.

The recruitment process for the next cohort of apprenticeships will be 
completed during Q1 2018/19.

Digital Strategy & Service Centre 

 The Digital Strategy has been escalated and included within a 
work stream of the Customer Programme.

 Following our submission of a Digital Maturity Self-Assessment to 
the LGA, the results are being used to identify areas for 
increased collaboration with health, to support the technical 
elements of health and social care integration, inter-operability 
opportunities and challenges, programme prioritisation and the 
production of benchmarking data. This is taking place through a 
joint Information STP Digital Care Board

 The test site for the refreshed Council website has been 
developed in Q4 and will form the basis for user testing.

 Governance arrangements and a detailed project plan for the 
implementation of the new Customer Digital Platform has been 
developed and is now in place.

 An Improvement Plan in relation to the administration of Blue 
Badges has been developed and implemented.

Digital Strategy & Service Centre 

 Using HIMS system feedback, a project continues to further develop the 
system and improve the user experience. 

 On-line transactions will continue to be promoted to drive down cost and 
improve customer access. 

 The Digital workstream of the Customer Programme will be formulated to 
support improvements in a range of service include Registrars, 
Highways, and Customer Complaints.

 The functionality and design of the refreshed Council website will be the 
subject of user testing and engagement in Q1

 Workshops will be held to further refine the scope and the detailed 
implementation programme for the new Digital Platform.

 The digital approach to service delivery, customer focus and process 
efficiencies will be incorporated into the Council Plan Delivery Plan, 
Customer Strategy and ICT Plan
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3. FAILURE TO MEET REGULATORY STANDARDS OF THE CQC – Catherine 
Whalley & Joanne Atkinson

Q4 RISK RATING
Impact v likelihood 15

Previous 
quarter

Current 
quarter

Target DOT

20 15

As a registered provider and commissioner of care, there is a risk that the County Council and other care providers fail 
to meet the regulatory standards as set out by the Care Quality Commission, caused by problems recruiting and 
retaining care staff and managers and failure to deliver the quality of standards; resulting in the Council failing to meet its 
legal requirements as a registered provider and failing to meet its duties under the Care Act of the commissioner to provide 
a sustainable care market, resulting in legal action, reputational damage, and a potential loss of provision in Cumbria across 
sectors.

4 5 5 3

10 

Causal 
Factors

Progress Headlines – 2017/18 Quarter 4 activity to mitigate risk Planned 2018/19 Quarter 1 activity to mitigate risk

Failure to 
deliver the 
quality of 
standards

Cumbria Care - Inspections  
 All residential homes have now been inspected against the new CQC 

standards, with the exception of one Supported Living service.   
 All facilities are functioning well and moving to a state of 

improvement.

 The same standards are applied to all service areas including 
regulated and non-regulated services. The performance data for all 
services are held centrally on the new Sharepoint site; allowing 
performance data, the results from external CQC inspections, the  
results of all Internal Audits and all associated action plans to be 
regularly reported and monitored at monthly Senior Management 
Team meetings.

 Managers have continued to carry out monthly service audits 
covering 16 separate areas across a 12 month period.    

 The Care Governance Board has continued to provide assurance that 
Cumbria Care has good governance arrangements in place and is 
equipped to meet all relevant standards.

Cumbria Care – Inspections
 The rolling programme of internal audits, including Infection 

Prevention and Control Audits, for all residential homes drives a 
continuous cycle of business improvement, with all audit results 
and actions plans being reported monthly at Extended Senior 
Management Team meetings. 

 The sharing of best practice from the care home rated     
‘outstanding’ continues so that other care homes embed this 
learning across all key areas. 

 Cumbria is in the process of introducing service user / customer 
quality checkers, who monitor the quality and performance of other 
services.   

Reablement
 The new model for delivering reablement has been operational since 

January 2017.

 Joint working is taking place across both North and South areas of 
the County to reduce the numbers of Delayed Transfers of Care 
linked to the reablement service.

 Activity is underway to aim to increase capacity in the independent 
sector market with increased capacity since last year. Clear issues 
remain re service demand and improved demand management 
will support the addressing of capacity issues within the service. 
Additionally, a continued recruitment drive to address vacancies 
within the service will aim to support an increase in capacity.
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Transformation & Staffing 

 The reconfiguration of residential homes has continued and work is 
ongoing with the new sites in Carlisle and Copeland.   

 The staff consultation in relation to the reconfiguration of residential 
services is currently on hold with discussions ongoing with Trade 
Union colleagues to discuss and negotiate any concerns.  

Transformation & Staffing 

 The reconfiguration of residential homes will continue to be 
discussed with Trade Unions and then staffing teams. 

 The Cumbria Care management structure is subject to continuous 
review as services continue to change. 

Problems  
recruiting 
and 
retaining 
care staff 
and 
managers Commissioning & the Independent Sector

Staff Recruitment & Retention Activity:

Commissioning Staff
 Restructuring of the commissioning function is near completion with 

only one vacancy left to fill internally. This team of staff are now in 
place and will work proactively to support improvements in care 
governance and quality.

Care Staff
 The recruitment campaign between Cumbria Care and the 

Independent Sector is ongoing, including TV advertising.

Sustainable Market 
 One care provider has withdrawn from the marketplace however 

contingency measures are in place to engage another local provider. 

Alternative Delivery Models

 Independent providers continue to indicate staffing and financial 
pressures. The Council continues to consider options around 
contracting models and sustainability of the homecare market across 
the County, including a shift to a mixed economy of provision.

 Alternative contracting models for key areas of independent sector 
provision (residential and nursing care) are under review and a new 
shift based commissioning model has been approved for 
implementation across all six districts. 

 Work continues to develop a more mixed economy of provision for 
domiciliary care for consideration. This will include the independent 
sector and other statutory partners and will include the option of 
developing or extending in-house provision.

Commissioning & the Independent Sector

Staff Recruitment & Retention Activity:

Commissioning Staff
 It is anticipated that all commissioning staff will be in position for 

Quarter 1 and will focus on improving standards through quality 
improvement programmes.  

Care Staff
 The recruitment campaign between Cumbria Care and the 

Independent Sector will continue to aim to address county and 
sector wide recruitment challenges. 

Sustainable Market 
 The Council continues to work closely with the Clinical 

Commissioning Group to develop more robust plans that will 
support developing a sustainable market.

Alternative Delivery Models

 The new alternative contracting model will be in place during this 
Quarter, it is a new service delivery model with block contract 
arrangements providing improved staff stability especially in rural 
areas and also targeting the areas of high demand linked to DToC
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Reviews

 Newton Europe, Health consultants, have been commissioned by 
health partners in the CCG and Hospital to review the current status 
of delayed transfer of care. The County Council will be participants in 
this work.

Reviews 
 During Quarter 1, Newton Europe Health consultants 

commissioned by health partners in the CCG will be reviewing the 
current level of demand on the service and how to manage the 
level of need and consequently refine medium term planning. The 
County Council will participate where appropriate.
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4. FAILURE TO MEET CARE NEEDS & DELIVER CONTINUITY OF CARE  - Joanne 
Atkinson

Q4 RISK RATING
Impact x likelihood 15

Previous 
quarter

Current 
quarter

Target DOT

16 15

There is a risk that the Council is unable to meet care needs and deliver continuity of care caused by insufficient 
capacity in the care market due to increased demand, market challenges, geographical challenges, overall lack of capacity 
across the system which has already led in some areas to external market failure.                                                       

Problems with overall capacity and the challenge to recruit and retain staff and managers could result in an inability to 
deliver statutory care services and to meet statutory duties (as set out in the Care Act to ensure quality and capacity 
including for those people who organise or fund their own care). There is the potential for complaints, potential for 
reputational damage, potential of significant financial impact and potential to attract external attention or scrutiny.

4 4 5 3

8



Causal 
Factors

Progress Headlines – 2017/18 Quarter 4 activity to mitigate risk Planned 2018/19 Quarter 1 activity to mitigate risk

Increased 
demand, 
market 
challenges 
and overall 
system 
capacity 
challenges 
including 
insufficient 
capacity in 
the care 
market 
(including  
problems 
recruiting or 
retaining staff 
and 
managers)

Capacity in the Care Market 

Staff Recruitment & Retention Activity:

Commissioning Staff
 Restructuring of the commissioning function is near completion 

with only one vacancy left to fill internally. This team of staff are 
now in place and will work proactively to support improvements in 
care governance and quality.

Care Staff
 The recruitment campaign between Cumbria Care and the 

Independent Sector is ongoing, including TV advertising.
 Through the Improved Better Care Fund, framework providers 

were awarded an 8% financial uplift to sustain the current position. 

System Review
 During Quarter 4, a whole system review was carried out by the 

Care Quality Commission who will report their findings in Quarter 1 
2018/19.

Capacity in the Care Market 

Staff Recruitment & Retention Activity:

Commissioning Staff
 It is anticipated that all commissioning staff will be in position for 

Quarter 1 and this will improve the Council’s ability to be proactive 
and directly support improvements in care governance and quality. 

Care Staff
 Additional funding will be in place during Quarter 1 through the 

Improved Better Care Fund (IBCF) and will help sustain the market.  
 The recruitment campaign between Cumbria Care and the 

Independent Sector will continue to aim to address county and 
sector wide recruitment challenges. 

Internal Audit
 An internal audit will take place during quarter 1 and will help drive 

further improvements.

Failure to 
deliver care 
services

Performance
 No concerns have been raise from the CQC
 No providers currently have problems

Performance
 The care governance and quality team will continue to audit and 

monitor performance working to improve standards. 



Appendix 2 QUARTER 4 - REGISTER OF CORPORATE RISKS

9

Sustainability of Home Care Provision
 There is variability in the delivery of Home Care Provision due to 

issues of recruitment across the County

Sustainability of Home Care Provision
 Although this is a multi-contractor framework, there are single 

providers for fairly large geographical areas which pose some risks 
to the council. However this is in part mitigated by the number of 
other providers operating within these areas which the council could 
contract with were there to be a provider failure.



Appendix 2 QUARTER 4 - REGISTER OF CORPORATE RISKS

10

5. POOR PERFORMANCE OF THE WASTE MANAGEMENT CONTRACT – A. Jones Q4 RISK RATING
Impact x likelihood 15

Previous 
quarter

Current 
quarter

Target DOT

15 15

There is a risk that the Authority’s strategic waste management contract does not deliver the services to the level 
required caused by poor contractor resourcing and non-delivery to contract specification resulting in reduced levels of 
service to the public and the Authority, non-compliance with statutory obligations and reputational damage to the Authority.

5 3 5 3

10


Causal 
Factors

Progress Headlines – 2017/18 Quarter 4 activity to mitigate risk Planned 2018/19 Quarter 1 activity to mitigate risk

Poor 
contractor 
resourcing 
and non- 
delivery to 
contract 
specification 

1. Waste Contract Improvement Programme in place, the Senior Officer 
Programme Board, chaired by the Corporate Director Economy & Highways, 
continues to provide governance over the contract, 

During quarter 4: 
 Corporate Management Team & Lead Members were updated on the options 

for the mitigation of financial risk and resolution of the historical disputes. 
 Development of the proactive maintenance programme continues with 

Renewi.
 Meetings held between Renewi’s Managing Director and the Corporate 

Director Economy & Highways to progress relationship development and 
resolution of issues. 

 Both resources parks operated effectively during Quarter 4, producing 
recovered fuel and extracting recyclates. However, the market for both 
products remains depressed and the Council continued to work with Renewi 
to secure a longer term contract for the fuel offtake, and mitigate financial 
pressures going forward.

2. The Waste operations team continues to monitor performance closely in line 
with the contracted performance criteria: 
 For the fourth quarter running, no new disputed financial deductions have 

been applied. 
 Both resources parks have operated effectively during Quarter 4, producing 

recovered fuel and extracting recyclates.

3. Internal Audit has undertaken a review of the Programme Board activities. 

 A further update to Corporate Management Team & 
Lead Members will take place to consider the 
outcome of discussions with Renewi Senior 
Management. 
 

 A set of agreed maintenance metrics will be 
gathered by Renewi over the course of this quarter 
with a report to be reviewed by both parties within a 
month of the end of the quarter. This will be the initial 
product of the maintenance plan discussions. 

 The programme team will continue to work with the 
Internal Audit Service and other Corporate Risk 
Management initiatives to ensure the proper controls 
are in place for this programme. 

 The programme team will conduct an internal review 
of the programme strategy and risks to allow 
reconsideration of targets by the Executive Director.
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6. TRANSFORMING CARE  -  Joanne Atkinson Q4 RISK RATING
Impact x likelihood

15
Previous 
quarter

Current 
quarter

Target DOT

15 15

There is a risk that Cumbria CCG and CCC are unable to commission services and develop plans for the small 
number of service users with complex care needs, caused by not having assurances on financial resource transfer into 
the health economy in Cumbria. This could result in a significant financial pressure and reputational damage to CCC.

5 3 5 3
10 

Causal 
Factors

Progress Headlines – 2017/18 Quarter 4 activity to mitigate risk Planned 2018/19 Quarter 1 activity to mitigate risk

Not having 
assurances 
on financial 
resource 
transfer into 
the health 
economy in 
Cumbria.

 Meetings have taken place between the Local Authority, CCG and 
other key health partners and an action plan has been agreed to 
address outstanding Continuing Health Care assessments. An 
outcome will be an increase in NHS funding and a decrease in local 
authority funding.

 The Local Authority has raised its concerns in relation to the “pooled 
fund” and how it functions with the CCG.

 Local Authority staff have been trained to ensure that any request to 
progress to a Continuing Health Care Assessment is appropriate.

 A small task and finish group has been established to take forward 
any outstanding work in relation both Section 117 and the “pooled 
fund”

 Progress in relation to addressing the outstanding issues in 
relation to Continuing Health Care will be monitored. 

 Work will continue to develop local policies and procedures that 
ensure organisations are operating within national frameworks 
and are discharging their statutory responsibilities. This will be 
undertaken through a small task and finish group,

 A review of the pooled fund arrangements is planned.

 A review of the position in relation to NHS Dowry’s will be 
completed 

 A Partnership Agreement will be developed that sets out partner 
expectations in relation to joint working.
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7. INADEQUATE INFORMATION GOVERNANCE – Paul Robinson & Alan Ratcliffe Q4 RISK RATING
Impact x likelihood 15

Previous 
quarter

Current 
quarter

Target DOT

15 15

There is a risk that the Council breaches the Data Protection Act due to a loss of information, caused by ineffective 
data security, insecure data connectivity, insecure sharing arrangements with partners and external organisations, a cyber-
attack and a lack of awareness and training, resulting in financial and reputational damage.

3 5 3 5
12    

Causal 
Factors

Progress Headlines – 2017/18 Quarter 4 activity to mitigate 
risk

Planned 2018/19 Quarter 1 activity to mitigate risk

Data network 
connectivity  The Council Public Services Network (PSN) re-accreditation was 

received during Quarter 4 following a time bound action plan to 
address identified vulnerabilities. 

 The Council is currently compliant with NHS IG Toolkit which uses a 
secure N3 link to transact patient/service user data through the 
STRATA system with NHS colleagues. The 2018/19 application has 
been submitted

 Audit and Assurance Committee considered a ‘deep dive’ into Cyber 
Security at its meeting in January 2018.

 The Council  has completed its annual resubmission for 
connectivity to the Health Care Services Network & IG Toolkit 
compliance

 The Council is in the process of refreshing its core systems and 
to increasing move towards Cloud storage. This approach will 
also be articulated in the new ICT Plan which is being developed 
and will be presented to Cabinet in June.

Data Security Mailroom

 Essential building work took place at the Records Management 
premises at Lord Street and deferred the wider roll out of the Digital 
Mailroom system into Quarter 4. This is now complete and a Digital 
Mail Room was implemented at Parkhouse from February 2018. 

General Data Protection Regulations (GDPR)

 The General Data Protection Regulations (GDPR) working group, 
chaired by the AD Transformation, meets weekly to progress the 
Councils GDPR delivery plan to ensure the Council meets the new 
regulation requirements by 25 May 2018. 

 Risk assessments of GDPR work streams took place during Quarter 
4 to identify gaps/resource requirements to meet project deadlines. 
The main area of risk was the Information Asset Register however 
additional capacity has been secured to assist and the register is 
progressing well. 

Mailroom

 No further action required

General Data Protection Regulations (GDPR)

 The Information Asset Register in on track to be completed by 25 
May 2018 with a full training and awareness programme planned 
as per national guidelines. The working group continues to meet 
weekly.

 A detailed communications plan is progressing with regular 
updates as part of the national campaign to ‘count down’ to 
implementation of the new legislation.
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 GDPR Training and awareness has also been a significant 
workstream and is on track as per the project plan.

 All data breaches and near misses have been considered by 
Corporate Governance Group to ensure lessons are learned and 
reminder training is issued.

Data sharing 
arrangements  An agreement remains in place allowing the Information Sharing 

Gateway (ISG) to be used to manage data sharing agreements 
(DSA) and privacy impact assessments (PIA) under the existing Data 
Protection Act 1998. 

 The council’s Data Protection Officer attends the ISG User Group 
and Expert Witness Panel at regular intervals to contribute to the 
development of GDPR compliance.

 To inform user awareness, internal web pages containing 
guidance and an alternative Data Protection Impact assessment 
Form have been developed and will be implemented alongside 
Privacy Impact Assessment and on-line date breech reporting 
system during Quarter 1.

 The internal Audit function will schedule a planned audit of the 
GDPR compliance as part of the 2018/19 audit plan following its 
national implementation.  

Training & 
awareness e-learning Information Security Training 

 An automated email reminder service now reminds employees when 
to refresh their annual Information Security e-learning Training. To 
date, this new system has been very successful with an increase on 
course completions to over 90% for ICT Users in Quarter 4.

Governance Training

 A revised Information Security e-learning training module was 
progressed and includes reference to GDPR as well as lessons 
learned from recent cyber-attacks. 

 Part 1 Governance Training continued for remaining managers 
during Quarter 4. Roll-out the Information Governance Training 
Programme – is now aligned with GDPR courses.

 A detailed Communications Plan is progressing as planned as 
part of the GDPR Project and national ‘countdown’ arrangement

 A new mandatory GDPR training programme launched in April 
2018 replacing and expanding on the previous Information 
Security eLearning refresh and national GDPR campaign.

 A number of wider training following the Amey Lessons Learned 
Report continue for example contract management and risk 
management training will further strengthen governance, data 
quality and risk management arrangements .
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8. CYBER THREAT /CYBER ATTACK  - Alan Ratcliffe Q4 RISK RATING
Impact x likelihood 15

Previous 
quarter

Current 
quarter

Target DOT
15 15

There is a risk that Cumbria County Council and Partners will experience a Cyber Incident caused by malicious intent 
that impacts on our ability to undertake normal duties and to provide services to the public and results in financial, service and 
reputational damage.
The risk rating has been reviewed during Quarter 4 and remains at 15. The likelihood of national and international cyber-
attacks has not abated and, if anything, remains a real threat as per GCHQ & NCSC guidance.

5 3 5 3

 
10 

Causal Factors Progress Headlines – 2017/18 Quarter 4 activity to mitigate 
risk

Planned 2018/19 Quarter 1 activity to mitigate risk

The Failure to adequately 
control internal and external 
access to our ICT networks, 
systems and equipment

Continued use of non-
supported legacy software 
and applications

Ineffective BC and incident 
response arrangements

Poor awareness training and 
lack of engagement

Insufficient staff resources

Lack of engagement with 
Cyber security partners and 
organisations for example 
NW WARP & National Cyber 
Security Centre (NCSC)

 The Council’s annual Public Services Network (PSN) re-
accreditation was received during Quarter 4 following a   
time bound action plan to address identified network 
vulnerabilities. 

 The project plan to prepare for the move of our primary 
data centre into Cumbria House is now well under way. 

 To further improve our cyber security measures, the 
Council has aligned our Domain Name System Service 
(this service blocks access to websites) with the National 
Cyber Security Centre (NCSC). 

 To assist in monitoring our ICT networks and systems, 
various monitoring tools have been identified for use.

 A revised Information Security e-learning training module 
has now been uploaded onto In touch. This training now 
includes reference to GDPR as well as lessons learned 
from recent cyber-attacks. 

 An automated email reminder service continues to 
successfully remind employees to refresh their annual 
Information Security e-learning Training. 

 At the January meeting of the Audit and Assurance 
Committee a ‘deep dive’ into Cyber Security took place. 

 The Council has successfully completed its annual IG Toolkit 
resubmission for connectivity to the Health Care Services 
Network (N3) and continues to address any outstanding 
activities.  

 A programme of work will commence during this Quarter to 
identify system vulnerabilities. 

 Liaison with regional and national cyber security Partners 
continues, along with implementation of best practice, 
national guidance, ICT security patching and preventative 
measures.

 Development of the ICT Business Continuity Plan continues 
and is part of the GDPR implementation plan.

 An Engineering Apprentice will join the Data Security Team 
in April 2018 to increase capacity to proactively address 
security issues.  

 Increased co-operation with NHS on Cyber Security 
initiatives.

 Increasing proactive engagement with iNETWORK, NW 
WARP, NCSC & Action Fraud.
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9. NON DELIVERY OF MTFP SAVINGS  - Julie Crellin Q4 RISK RATING
Impact x likelihood 12

Previous 
quarter

Current 
quarter

Target DOT

12 12

There is a risk that the Medium Term Financial Plan savings required for 2017/18 - 2019/20 are not delivered caused by 
uncertainty as to the scale of savings, insufficiently robust savings plans being drawn up and slippage in delivery of in year 
savings proposals in 2017/18 in particular, resulting in significant budget overspends, unsustainable drawing on reserves, and 
severe emergency savings measures needing to be taken. 4 3 4 3 10 

Causal Factors Progress Headlines – 2017/18 Quarter 4 activity to mitigate 
risk

Planned 2018/19 Quarter 1 activity to mitigate risk

Uncertainty as to 
the scale of 
savings.  

Report on the ‘Draft Revenue Budget 2018/19 and Medium 
Term Financial Plan (2018 - 2022) and Draft Capital 
Programme (2018 - 2023)’ presented to Council on 15th 
February 2018. At this meeting Members agreed the 2018/19 
Budget and 2018 – 2022 MTFP.

The report set out the Budget Gap for 2019 - 2022; a further 
£52m of savings will be required between 2019/20 to 2021/22.

Responded to the ‘Fair Funding Review - a review of relative 
needs and resources’ consultation on 12th March 2018. 

The Budget Planning process for 2019/20 continues to identify options to 
balance the 2019/20 budget and beyond.

Work continues updating MTFP assumptions; reviewing Government 
Announcements and utilising industry intelligence i.e. SCT Network etc. 
Sensitivity analysis will continue on existing MTFP assumptions; inflation 
assumptions, economic forecasts, Council Tax and Business Rates actuals, etc. 
to assess the impact on the budget gap in future years.

Insufficiently 
robust savings 
plans being 
drawn up.

The provisional outturn report (31st March 2018) to the June 
Cabinet meeting is an underspend of (£0.311m). This is an 
improvement of (£0.332m) since the reported Q3 (31st 
December 2017) net pressure of £0.021m. 

Although not all savings were achieved in year, steps have 
been taken to deliver them in 2018/19 or they have been 
reflected as additional pressures when the 2018/19 to 2021/22 
MTFP was approved by Council in February 18. Savings 
delivery in 2018/19 will continue to be monitored.  

Directorate Budget monitoring processes in place and reporting to CMT and 
Corporate Directors meetings monthly.

Reserves drawdown as planned as agreed in Budget (Minimum Revenue 
Provision etc).

Directorate arrangements in place to monitor and support the delivery of the 
2018/19 MTFP savings. 

Q1 forecast due to be reported to Cabinet in September 2018, monthly 
monitoring processes commenced in May for 2018/19 with CMT due to receive 
the May outturn report in early July. 
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10. INDUSTRIAL & EMPLOYEE RELATIONS – Paul Robinson Q4 RISK RATING
Impact x likelihood 12

Previous 
quarter

Current 
quarter

Target DOT
12 12

There is a risk of employee disengagement, trade disputes and individual challenge; caused by the scale of the councils 
change agenda and the inability to manage change and effectively engage with employees and trade unions, resulting in 
significant adverse impact on morale, service delivery and productivity.
The overall risk score for Q4 has been assessed as the same as Q3 (4 impact v 3 likelihood) however there has been 
ongoing sensitivity of change across a number of projects that have required careful management and negotiation to 
minimise impacts for the County Council.

4 3 4 3
12 

Causal 
Factors

Progress Headlines – 2017/18 Quarter 4 activity to mitigate risk Planned 2018/19 Quarter 1 activity to mitigate risk

Service Reviews 
 HR1 and the Joint Consultation Group (JCG) meetings continued to be 

held corporately and within most Directorates. Ongoing service 
reviews, issues of concern or disputes are carefully managed.

 Trade Unions continued to provide constructive challenge and support 
to the significant ongoing change programme. Green Book Trade 
Unions have raised concerns regarding reshaping activity and in 
particular some aspects of some reshaping proposals. Senior 
Management agreed a new management of change process to 
resolve the concerns via mutual negotiation with the Trade Unions. 
Teacher Trade Unions raised concerns regarding the Voluntary 
Redundancy scheme and negotiations have taken place to discuss all 
concerns with resolution plans where possible.

Service Reviews

 HR1 and JCG meetings will continue to be held corporately and 
within each Directorate during the next quarter in line with agreed 
framework and commitment to discuss any staffing related issues.  

 Any issues of concern are discussed promptly and proportionately 
with a commitment to review any policies of concern to negotiate 
an agreed position with Trade Union colleagues locally and 
regionally wherever required.   

Enterprise Act

 In autumn 2016, new legislation in the form of the Enterprise Act was 
introduced and has the potential to impact the Council by placing a 
cap on most types of payments related to exits, including voluntary 
and compulsory redundancy and severance payments.

 Employees have been made aware of the implications of ‘exit 
payment’ cap, however no further information has been received 
regarding the national changes at this stage. 

Enterprise Act

 The potential impact of the Enterprise Act will continue to be 
monitored and any changes included in Quarter 1 activity and risk 
report.

 Discussions with continue at the Corporate and County Council 
JCG meetings with Trade Union colleagues and appropriate 
communications plans implemented where required.

The scale of 
the Council’s 
change 
agenda & the 
inability to 
manage 
change and 
effectively  
engage with 
employees 
and trade 
unions

People Management Policy Updates

 A rolling programme of People Management policy refresh 
progressed to ensure policies remain up to date and fit for purpose. 
Discussions with Trade Unions continue to ensure appropriate 
engagement and consultation.

People Management Policy Updates

 The policy refresh programme will continue and any issues of 
concern discussed with Trade Unions to aim for mutual 
agreement.
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11. COMMISSIONING STRATEGY FOR ADULT SOCIAL CARE – Joanne Atkinson Q4 RISK RATING
Impact x likelihood 12

Previous 
quarter

Current 
quarter

Target DOT
12 12

There is a risk that the Council does not realise savings through the delivery of the its commissioning strategy for 
adult social care, caused by approaches to prevention not being effective or not being demonstrated to be effective, the 
pace of review of Day and Learning Disability Services not delivering expected outcomes, the scale and pace of delivery of 
the Extra Care Housing Programme and shift in balance of Residential Care provision, resulting in an inability to reduce 
demand for services, not diverting service users away from residential or nursing care, loss of confidence in the Council 
and significant financial pressure on the Council.

4 3 4 3
12 

Causal Factors Progress Headlines – 2017/18 Quarter 4 activity to mitigate 
risk

Planned 2018/19 Quarter 1 activity to mitigate risk

Approaches to 
prevention not being 
effective or not being 
demonstrated to be 
effective

the pace of review of 
Day and Learning 
Disability Services 
not delivering 
expected outcome

the scale and pace of 
delivery of the Extra 
Care Housing 
Programme and shift 
in balance of 
Residential Care 
provision, resulting 
in an inability to 
reduce demand for 
services

Ongoing Reshaping of Services 

 Day Services engagement with Local Committees, Trade 
Unions, staff and the public have progressed during Quarter 4

 A report went to DMT and Cabinet in Quarter 4 with regard to 
new approaches to residential care.

 With regard to the Extra Care Housing (ECH) programme, in 
Quarter 4 we announced grant awards to start the first 
application of competitions under the framework.

Ongoing Reshaping of Services 

 Further work to be carried out through local area committees to 
develop services that are in line with the commissioning strategy

 The new residential care framework will be in place during quarter 
1. Work is still underway to ensure maximum  take-up from 
providers agreeing to be on the framework

 Applications made under Extra Care “grant programme” to 
progressed for recommended award decision.  Mini-
competitions for developments on Council owned sites 
planned once grant award decisions made.
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12. HEALTH & SOCIAL CARE INTEGRATION – Chris Jones-King   Q4 RISK RATING
Impact x likelihood 10

Previous 
quarter

Current 
quarter

Target DOT

15 10

There is a risk that plans to work with our partners within the NHS to develop integration of commissioning and 
provision are unsuccessful, caused by the recognised challenges faced by the combination of financial deficit, lack of 
capacity and capability within the NHS & CCC, aligned services not being effective and performance not improving.

5 3 5 2
15 

Causal 
Factors

Progress Headlines – 2017/18 Quarter 4 activity to mitigate risk Planned 2018/19 Quarter 1 activity to mitigate risk

Financial 
deficit, lack of 
capacity and  
capability 
within the 
NHS & CCC

Three 
interrelated 
programmes 
of work 
remain in 
place to 
mitigate this 
risk; 

1. The Better 
Care Fund

2. The Better 
Care Together 
Programme 

3. the STP 
Programme for 
West, North & 
East Cumbria.

1.BETTER CARE FUND - Better Care Fund Plan
 The Better Care fund scheme owners and commissioners continued to 

assess the 2017/18 priorities.
 The Section 75 agreement has been formally agreed between 

Cumbria County Council & NHS.
 Jointly agreed metrics were developed and submitted to NHSE to 

assist the monitoring of Better Care Fund performance.
 Progress reports were provided to the Health & Wellbeing Board.

2.BETTER CARE TOGETHER
Better Care Together Programme/ Vanguard in the South 
 A joint approach to Workforce Development and Communications & 

Engagement has been developed.
 A Revised governance structure for the Lancashire & South Cumbria 

Sustainability & Transformation Partnership has been agreed.
 Work was undertaken for staff engagement across health and social 

care in South Cumbria regarding the next stage development of 
Integrated Care Communities.

3. WEST, NORTH & EAST CUMBRIA STP PROGRAMME   
 An Integrated Care Community workstream of the North Cumbria 

IHCS continued to develop and implement plans to have in place 
integrated health and care teams in each of the 8 ICCs in this work.  
The business case for phase1 of the proposals has been agreed

 Development of a system wide vision for integrated health and care in 
progress with staff engagement being delivered.

1.BETTER CARE FUND - Better Care Fund Plan
 2017/18 Year-end report will be considered by the Health & Well 

Being Board.
 A plan is being developed for the Better Care Fund 2018/19 and will 

be reported to the Health & Wellbeing Board.
 Discussion regarding the Section 75 agreement on the use of 

underspends is ongoing.
 Discussions will continue regarding joint priority areas for 

commissioning across North Cumbria.

2.BETTER CARE TOGETHER
 Further work being undertaken to develop framework fo development 

of ICCs in South Cumbria.
 Engagement mechanisms with Lancashire and South Cumbria ICS 

are being developed.
 Action plan from CQC review will inform further developmental work

3. WEST, NORTH & EAST CUMBRIA STP PROGRAMME   
 Discussion about the governance framework for the North Cumbria 

IHCS is being undertaken.
 The implementation of phase 1 of the ICC business case is being 

progressed.
 Staff and public engagement over vision for Integrated Health and 

Care System to be continued.
 Action plan from CQC review will inform further developmental work.
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13. SERIOUS FAILURE IN CHILDRENS SAFEGUARDING PROCEDURES  
 - Lynn Berryman

Q4 RISK RATING
Impact x likelihood 10

Previous 
quarter

Current 
quarter

Target DOT

15 10

There is a risk that there may be a serious failure in our safeguarding procedures caused by staff shortages, lack of 
resources, breakdown of partner relationships, policies and procedures not being clear or up to date, training and 
supervision being ineffective or protocols not being adhered to or understood, resulting in the death of a child, investigations 
carried out by various authorities, e.g. criminal & Serious Case Review, impact on morale of Cumbria & partners’ staff, a 
possible intervention, liabilities & financial cost (potential overspends) and impact on our reputation.
Due to the improvements in Practice, improved performance and validation of improvements from Ofsted the likelihood of 
this risk has reduced, reducing the score from 15 to 10.  

5 3 5 2
15 

Causal Factors Progress Headlines – 2017/18 Quarter 4 activity to mitigate 
risk

Planned 2018/19 Quarter 1 activity to mitigate risk

Staff shortages 
and lack of 
resources

 A Children’s’ Workforce Strategy is in place and was 
highlighted as exemplary by Ofsted Inspectors and continues 
to improve our staffing recruitment and retention approach.
 

 Whilst recruitment has been successful across the County, 
difficulties remain in the recruitment of experienced social 
workers and Managers for West Cumbria. 

 South and North districts are very close to being fully staffed 
with little use of EPW’s.  

Workforce Strategy 
 Work will continue collaboratively with NHS colleagues in relation to 

European recruitment opportunities, alongside our ongoing recruitment 
campaign.

Reshaping Services
 Work is underway to reshape how we deliver social work services to 

families living in West Cumbria. Consideration of caseloads and post 
being held by the North district and West Children Looked After living 
out of that district being held by North or South. 

Breakdown in 
Partner  
Relationships

 The multiagency Child and Adolescent Mental Health Service 
(CAMHS) Transformation Board is in place and continues to 
oversee an improved offer for all children and young people, 
including those who are looked after.

 Despite this being in place, there remains much to achieve in 
meeting the needs of our most vulnerable children for Initial 
Health Assessments, psychological assessments or 
therapeutic interventions as quickly as required. 

CAMHS
 We will continue to champion the needs of our Children Looked After to 

access the Multiagency Child and Adolescent Mental Health Service 
(CAMHS) and other mental health services as required.

Early Help Strategy & 0-9 Strategy
 Both the Early Help Strategy and 0-19 Strategy are in place however, 

they require further work to fully embed across Partnerships and there 
is a need to provide clearer focus on managing demand to reduce the 
number of CYP escalating to statutory intervention. 
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Strengthening 
the 
consistency of 
Practice: 

 Our continued improvement to practice in all areas was 
recognised by Ofsted Inspectors during the November 2017 
inspection. 

 Our Quality Assurance Framework was also highlighted as 
“good practice” by the Ofsted Inspectors during the November 
2017 inspection.

Signs of Safety: 
 Practice leads continue to receive coaching every 6-8wks to 

support implementation of Signs of Safety. 

 We now have an agreed Improvement Plan setting out how we will 
achieve the 10 recommendations from the Ofsted Inspection visit and 
how these will be implemented as part of our continued improvement 
journey.

 Service Plans will be directly related to key performance improvement 
including the recommendations from Ofsted 

 Our Quality Assurance Framework, the use of audits and supervision 
will remain a focus of attention as a key driver of best practice.

Signs of Safety:    
 The implementation of Signs of Safety will be enhanced through direct 

Assistant Director support now that we are no longer focused on Ofsted 
Inspection. 

 Phase 2 training implementation has been ongoing and will be 
completed by June’18.


Policies and 
procedures not 
being clear or 
up to date
&
Training and 
supervision 
being 
ineffective or 
protocols not 
being adhered 
to or 
understood

 Recommendations from Ofsted relating to policies have been 
included in the Improvement Plan and will be driven through 
the monitoring of targets. 

 Training and supervision have been monitored through the 
Workforce Practice Board and are directly related to staff and 
manager appraisals. 

IRO Service
 Ongoing work is underway to maintain high standards within 

our IRO service. 

 The senior managers of the IRO service are directly linked to 
continuous improvement through attendance at key Boards.

 Further training is being provided on key development issues for 
example; sexual abuse. Signs of Safety, Domestic abuse, graded care 
profile and a variety of Local Safeguarding Children’s Board (LSCB) 
events.  

IRO Service
 Key working relationships between IRO and district social work teams 

are being developed further to enhance the improvement journey and to 
strengthen management oversight. 

Ofsted 
Monitoring 
Visit feedback

 The conclusion of Ofsted’s Inspection of Children Services in 
November 2017 was an overall judgement of Requires 
Improvement’ and as such CCC is now lifted from 
intervention.

 The ‘Children’s Improvement Plan’ has been approved and is on track. 
It will be progressed with regular updates being reported to the LSCB, 
Corporate Parenting Board and DMT .It will also be submitted to Ofsted 
and Minister in May’18. 
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14. SERIOUS FAILURE IN PROTECTING ADULTS WITH CARE AND SUPPORT 
NEEDS FROM THE EXPERIENCE OR RISK OF ABUSE OR NEGLECT 
– Joanne Atkinson

Q4 RISK RATING
Impact x likelihood 10

Previous 
quarter

Current 
quarter

Target DOT

10 10

There is a risk that there may be a serious failure in protecting adults at risk of abuse or neglect caused by:
 a serious systems failure, resulting in multiple and systematic abuse or neglect in one or more provider organisations. 
 not adapting practices for enhanced requirements within the Care Act, especially in relation to neglect & self-neglect 
 policies and procedures not being clear or up to date,
 training and supervision being ineffective or inadequate
 protocols not being adhered to or understood, resulting in the serious injury or  death of an adult, or
 staff shortages: lack of capacity or capability 
Such a failure could result in serious harm to an individual or group, a Safeguarding Adults Review (SA) - with negative 
findings for CCC - investigations carried out by the Safeguarding Adults Board, and possible impact on the reputation of 
the authority.

5 2 5 2
10 

Causal Factors Progress Headlines – 2017/18 Quarter 4 activity to mitigate risk Planned 2018/19 Quarter 1 activity to mitigate risk

CQC reports and 
improvement 
plans 

 An Internal Audit of the service was carried out in November & 
December 2017. 

 Concerns continue to be seen in the market place around the 
results of Care Quality Commission reports and the Council 
continues to work with independent providers to address these 
issues. 

 The draft internal audit report was received in January, with 
final audit report expected in February. The audit was rated 
as Partial Assurance and eight recommendations have been 
made. Many actions were already in progress that will 
address these recommendations.    

 We will continue to work with independent providers to 
address any issues being raised.

Implementation 
of the Care 
Act/Mental 
Capacity Act – 
Benchmarking, 
action plans, 
policies, 
procedures,  
protocols and 
practise

 The new Sharepoint site is now active that contains a variety of 
performance and quality assurance data.

  The new Care Governance Framework has been finalised. 

 Two members of staff have been trained on Tridion to enable the 
ongoing development and management of the new partnership 
website for the Safeguarding Adults Board.

 The new Independent Chair for Cumbria Safeguarding Adults Board 
is now in place and has chaired two board meeting to date. The 
chair has been meeting with Board members individually to improve 
their engagement with the overall aim of improve the effectiveness 
of the Board.

 The new Care Governance Framework will be approved by 
Directorate Management Team and the Safeguarding & Care 
Governance Board. 

 The partnership website for the Safeguarding Adults Board 
was approved for activation at the January Safeguarding 
Board.

 A development session for Board members was delivered 
January 30th meeting to formally review the strategic priorities 
of the Board. 



Appendix 2 QUARTER 4 - REGISTER OF CORPORATE RISKS

22

Implementation 
of the Care 
Act/Mental 
Capacity Act – 
Benchmarking, 
action plans, 
policies, 
procedures,  
protocols and 
practise (cont)

Safeguarding Adults Review (SAR) Process

 The improvement plans in relation to SAR’s went to the Board in 
December and were approved. 

 The SAR process has been reviewed and strengthened to ensure 
that delays in response do not occur in the future. A new process 
and procedure has been drafted. .  

Deprivation of Liberty Safeguards (DOL’s)  

 The evaluation of Deprivation of Liberty Safeguards has been 
progressed during Quarter 3. 

Safeguarding Adults Review (SAR) Process

 The SAR process & procedure will go to the Board for sign off 
by members and will be followed through with a formal 
launch.

 During Quarter 4, there is a plan to engage with those 
families that the SAR’s relate to.  

Deprivation of Liberty Safeguards (DOL’s)  

 The performance reporting and activity relating to the 
Deprivation of Liberty Safeguards is still to be finalised. A 
draft performance report is planned to the January 30th 
DOL’s Steering Group and this will now be developed further 
following feedback.

Training, 
capacity & 
capability

 Following a formal review of the Directorate’s Commissioning 
structure, eight new Quality & Care Governance Officers have been 
recruited during Quarter 3 to strengthen the effectiveness of service 
delivery.

 Cross organisational strategic meetings have been taking place in 
the North and South of the county to develop a collaborative 
approach to Quality Monitoring.

 Safeguarding leads are represented at the Workforce Development 
Group and continue to work with colleagues across the Business 
Units to monitor uptake of safeguarding training.

 The Workforce Development Group has come up with a proposal for 
what will be included in a mandatory training profile to cover a 
variety of issues across the workforce. Once approved, Trent will be 
able to monitor training progress.   

 The quality and care governance function continues to drive 
improvements both internally and externally to ensure the 
Council meets the CQC regulatory standards. 

 The mandatory training profile will be singed off during 
Quarter 4 and training providers will be sourced externally.



Appendix 2 QUARTER 4 - REGISTER OF CORPORATE RISKS

23

15. STANDARDS IN SECONDARY SCHOOLS – Dan Barton Q4 RISK RATING
Impact x likelihood 9

Previous 
quarter

Current 
quarter

Target DOT
9 9

There is a risk that standards in schools, in terms of OFSTED grading, could go down on average across 
the county caused by underperformance in schools; due to financial deficits, the quality of teaching and 
safeguarding standards. This could lead to OFSTED intervention in Cumbrian schools and reputational 
damage to schools and to the Council. 3 3 3 3

8 

Causal Factors Progress Headlines – 2017/18 Quarter 4 activity to mitigate risk Planned 2018/19 Quarter 1 activity to mitigate risk

School 
Underperformance

Overall, school performance is showing improved outcomes and 
there is a net gain in terms of Ofsted grading. Further improvements 
will be driven through the combined efforts of both the Learning & 
Improvement Service and Cumbria Alliance of System Leaders CASL  

Learning & Improvement Service
 The capacity of the Learning & Improvement Service has 

increased using intervention and brokerage grants. This will 
provide further support to drive improvements of teaching 
standards and educational outcomes.

 The essential work of the L&I Service is conducted in full 
partnership with the developing Cumbria Alliance of System 
Leaders (CASL).

CASL (Cumbria Alliance of System Leaders) & LASL (Local 
Alliance of System Leaders) activity

Both CASL & LASL’s is a structure which supports the improvement 
work throughout education settings in Cumbria.

 The first CASL meeting took place in January 2018 under the 
chairmanship of the new Assistant Director – Early Help & 
Learning. 

 All activities of this group are now under review to improve it’s 
overall effectiveness. Work has started to refocus the group in 
the following areas:

o Work has started to refresh the terms of reference, aims and 

Learning & Improvement Service

 The L&I service will continue to focus on the quality and 
consistency of Leadership & Governance within schools.

 Having carried out self- assessments, those schools who have 
been rated as ‘Requires Improvement’ will be supported by the 
Learning & Improvement Service to develop an improvement plan 
to address the specific causes of the performance issues.   

CASL (Cumbria Alliance of System Leaders) & LASL (Local 
Alliance of System Leaders) activity
 CASL will continue to meet monthly over the next 6 months to 

improve the pace of change and support for schools.   

 During this quarter, LASL chairs will be engaging with groups of 
schools (known as clusters) to present the renewed vision and to 
discuss the operations plan for the Learning & Improvement 
Service.   
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objectives for the group

o Business support is in place to help revise the CASL website 
and improve web presence

o A communications plan and strategy is also being developed 
to improve engagement and relations with schools.

Safeguarding  

 School Safeguarding lead officers are now in place. 

 The L&I Service have been involved in evaluating safeguarding 
practises in schools with an aim of increasing the quality and 
consistency of safeguarding practise across all schools.    

Alternative Provision of Special Educational Needs

 A report will now be delivered to May 2018 Cabinet outlining 
proposals for non-mainstream educational provision, the main risk 
to these proposals is the need to secure sustainable revenue 
funding from the High Needs Block, which is overspent. 
Proposals are being put forward on an invest to save model.

Safeguarding  

 The service will continue to support the network of School 
Safeguarding Lead Officers to enhance their visibility and to share 
learning across schools. 
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16. THE RADICALISATION OF YOUNG PEOPLE  - Steve Healey Q4 RISK RATING
Impact x likelihood 8

Previous 
quarter

Current 
quarter

Target DOT
8 8

There is a risk that young people in Cumbria will become radicalised or drawn into extremism, caused by a number 
of disruptive factors influencing their lives, resulting in potential negative impacts for young people and their communities.  

4 2 4 2
8 

Causal Factors Progress Headlines – 2017/18 Quarter 4 activity to mitigate 
risk

Planned 2018/19 Quarter 1 activity to mitigate risk

A number of 
disruptive 
factors 
influencing the 
lives of young 
people.

In our duty to 
“prevent people 
from being 
drawn into 
terrorism”, the 
Councils 
Prevent Strategy 
is focussed 
around three 
main stands of 
work.

The measures for this risk is driven by the Home Office Prevent 
Strategy, with a recent decision being taken that Local Authorities 
will now take the lead and local Police forces will provide a 
supporting role. 

1.Leadership Activity 
 The Contest Board is well established with the Police & Crime 

Commissioner as Chair

 The Prevent Group is also established with the Chief Fire 
Officer as Chair
o This is a Partnership Group and covers both Cumbria & 

Lancashire
o An thematic based action plan is in place to address 

improvements
o This group evaluates data and deals with referrals
o The Cumbria Prevent Board met in January 2018 to 

monitor progress against the key areas of the delivery 
plan

 The Channel Panel is established with Cumbria County 
Council chairing the monthly meetings. This is a recent 
leadership role change 
o There is a clear Channel process which is working well
o The safeguarding leads from Children’s Services and 

Health Care & Community Services chair Panel Channels, 
dependent on the age of the referral being discussed.

1.Leadership Activity 

 The Cumbria Prevent Board will meet quarterly to monitor progress 
against the key areas of the delivery plan:

o Partnership (Cumbria County Council Lead)

o Community Engagement and Involvement (Cumbria 

o County Council Lead)

o Risk Assessment/Management (Police Lead)

o Staff Training (Cumbria County Council Lead)

o Use of Resources (District Council Lead) 

o Children and Young People  (Local Safeguarding  

o Children’s Board (LSCB) Lead) 

 The Channel Panel will continue to meet monthly

 Government funding is now in place for 2018/19, with three extra 
staff planned to be in place across Cumbria & Lancashire to help 
improve engagement with the Home Office.  
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2. Partnership Working Activity 

 Regular ‘Cumbria specific’ threat/risk profile are shared with 
all relevant senior officers across all partner agencies. This is 
issued as a quarterly report to the Prevent Board and all other 
agencies.

 All Partners who attend the Channel Panels, have committed 
to a Partnership attendance agreement. 

2. Partnership Working Activity 

 All Partners will continue to collaborate with the aim of developing a 
cohesive and standard approach for implementing the delivery plan. 

 The latest Counter Terrorism Local Profile has been shared with all 
partners

 Discussions will begin with Lancashire and the Home Office to try 
and establish options for the delivery of Channel under Project 
Dovetail

3. Training & Developing Capability 
 The Cumbria Prevent Board Training & Development sub 

group is in place, using training professionals across Partners 
to develop a Training Framework. This document outlines the 
level of training required dependent on the specific roles 
carried out by Partner agencies.

 A Cumbrian Training Package with Cumbria Constabulary 
was agreed.

 Within Cumbria County Council, training has taken place 
through schools and other partners such as CASTL. The  
development of a suitable training package for schools is still 
ongoing.

 Three separate training packages have been developed and 
are designed to cover different depth of training dependent on 
people’s roles in this process:

1. Awareness Training
2. One hour Managers Training (the Home Office Package)
3. Two hour training package

3. Training & Developing Capability  

 ‘Prevent’ awareness raising will be made available to elected 
members during 2018/19

 Safeguarding officers within schools will also be provided with 
Prevent training using the train-the-trainer model of delivery. 

 A further event is planned to roll out the training package to partner 
organisations

A number of 
disruptive 
factors 
influencing the 
lives of young 
people.

In our duty to 
“prevent people 
from being 
drawn into 
terrorism”, the 
Councils 
Prevent Strategy 
is focussed 
around three 
main stands of 
work. (cont)

  

Incidents

 There have been a small number of further incidents this 
quarter and have been addressed through the Prevent 
processes.

Oversight & Scrutiny

 The Communities & Place Scrutiny Advisory Board will receive an 
annual update on the delivery of Prevent in Cumbria.

 The delivery of Prevent is currently subject to a review by internal 
audit.


